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ABSTRACT

and IoT are promising.

Due to rising cyber threats and data quantities, existing systems need better threat detection. Real-time data engineering pipelines boost threat detection
in this research. This study uses 2016-2020 literature data to examine threat detection methodologies, tools, and models. Results suggest that data security,
integration, and standardisation must be addressed before broad use of these pipelines, despite their obvious advantages. Machine learning, blockchain,
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Introduction

Cyber threats evolve, requiring new detection and control
methods. Traditional threat detection methods fail due to digital
information's volume and complexity. Automating data collection,
processing, and analysis using real-time data engineering
pipelines detects irregularities and threats early. These pipelines
outperform batch-based systems in security and reaction speed.
This research examines academic secondary data-based real-time
data engineering pipelines for threat detection and its pros and
cons. The study discusses data security, integration, costs, and
standards. Additionally, detection accuracy, operational efficiency,
scalability, and flexibility improve. This lengthy analysis highlights
cybersecurity's need for real-time data pipelines.

Applications of Real-Time Data Pipelines
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Figure 1: Data Collection Process

Real-time data pipelines increase operational efficiency and aid
risk detection in many applications. Pipelines analyse and respond
quickly to continuous data streams [1]. Maintaining operational
stability and security in changing environments needs this. These
sections discuss successful real-time data pipeline applications.

Real-Time Anomaly Detection
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Figure 2: The RADISH System Architecture Normalized Streams

The majority of anomaly detection systems make advantage of
real-time data pipelines. RADISH by Bose et al. detects real-time
irregularities in different data sources. This technique detects
insider threats using machine learning and multiple data sources
[2]. The RADISH system illustrates how real-time processing
can notify and react to irregularities to increase security. These
pipelines use machine learning to learn from past data and adapt
to new threats, enhancing system effectiveness.

Data-Driven Machine Learning Algorithms

Another major use is data-driven machine learning predictive
analytics. Predictive analytics may minimise pipeline failure risk
and increase data pipeline dependability and security, according to
Mazumder et al. [3]. By evaluating data streams, machine learning
models may predict errors. Preventive maintenance reduces system
downtime. Eliminating costly disruptions improves infrastructure
safety and efficiency.
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Cyberthreat Detection from Social Media

gy, ____ MuCulesinhtodne
Tou
; Y ol
Conira! Level 5
> § —
Dans Ingeision -
w Speren? || o DataFiom S mvlcion Oormmints ol
| g
Ot S
é = E J‘?f N S g

Figure 3: Control and Data Fow Between the Manufacturing
Layers and A Big Data Analysis Pipeline

Identifying cyberattacks on social media platforms requires the
use of real-time data pipelines. Dionisio et al. used Twitter data to
identify cyber risks using deep neural networks [4]. This approach
analyses social media streams for suspicious activities or risks
using data pipelines in real time. These systems evaluate massive
data sets in real time to alert organisations of intrusions. Modern
cybersecurity uses social media data to analyse data in real time
for threat detection.

Automated Security Risk Identification

Eckhart et al. [5] leverage engineering data to find security risks
using Automation ML [8]. Their technology automatically detects
engineering data flaws, boosting threat detection. Real-time data
pipelines monitor engineering systems, find security issues, and
provide timely alerts. Automating security risk identification
speeds up and increases threat detection while reducing human
activity.
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Figure 4: Data Pipeline for Data Governance

Real-time data pipelines in physical infrastructure enable advanced
pipeline inspection. Instrumentation and data management are
used by Ma et al. [6] to study pipeline corrosion and incursion.
These pipeline inspection methods use real-time data analytics
to find problems early for rapid repairs. This software illustrates
how real-time data pipelines safeguard critical infrastructure.

Efficient Cyber Threat Hunting
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Figure 5: Meta-Model for Building Data Pipeline

Gao et al. advocate real-time data analytics and cyber threat
information for threat hunting [7]. Their real-time threat
intelligence-data analysis increases cyber threat identification
and minimisation. Real-time data stream analysis and threat
intelligence may help companies identify and handle risks. This
alliance improves cybersecurity and speeds up threat detection.

Benefits of Real-Time Data Pipelines

Sector-wide real-time data pipelines boost operational efficiency
and risk detection. These pipelines allow continuous data
collection, processing, and analysis, enabling organisations fulfil
tight operational efficiency and security criteria.

Enhanced Detection Accuracy

The detection accuracy of real-time data pipelines may be
improved by the use of machine learning. These algorithms analyse
enormous amounts of data in real time to find complex patterns
and abnormalities that may be dangerous [4]. Machine learning
algorithms can accurately detect good and bad activities due to
past data training. Early threat identification in cybersecurity
may prevent major damage. Machine learning algorithms may
spot subtle signs of sophisticated cyberattacks or insider threats
that traditional methods miss. Models that learn and adapt to
new threats increase threat detection and provide organisations
proactive cyberdefense [8].

Improved Operational Efficiency

Real-time data pipelines boost efficiency in various industries.
These pipelines easily move data across operational components,
providing real-time operational insights. Continuous data flow
optimises resource utilisation, costs, and procedures [4]. Real-time
data streams may uncover inefficiencies, equipment failures, and
bottlenecks in manufacturing production processes. Manufacturers
may improve productivity and cost by swiftly resolving these
issues and reducing downtime. Real-time data pipelines help
banks detect fraud and monitor transactions, lowering losses and
following regulations [3].

Scalability and Flexibility

Real-time data pipelines are popular and effective due to their
scalability and flexibility. These pipelines may be customised for
organisational demands and data environments since they handle
a variety of data types and amounts. Scalability needs automation
to reduce human mistake and preserve pipeline data. During high
data loads, automated data pipelines may adjust capacity [9]. This
promotes reliability and efficiency. Because of their versatility,
these pipelines may interface to unstructured social media feeds
and organised databases. Organisations that handle several data
sources and integrate them into an analytical framework must
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adapt. Real-time data pipelines may assess urban dynamics using
environmental monitors, public transportation systems, and traffic
sensors in smart cities. This helps distribute resources and make
informed judgements [10].

Real-Time Response

Figure 6: Flowchart of the Excavator Detection Model

Real-time data pipelines are optimal for speedy analysis and
response. With this information, businesses can swiftly detect and
remove hazards to reduce risk and secure sensitive data. Real-time
data analysis reduces vulnerability exploitation by expediting
attack response [11]. Monitoring network traffic with real-time
data pipelines helps detect illegal access and data theft. Real-time
alerts help security teams resolve problems before they worsen.
Because timely data may improve patient outcomes, healthcare
requires real-time action. Live vital sign monitoring may alert
clinicians to critical patient changes, enabling fast intervention
and perhaps life-saving therapy [12].

Challenges in Implementing Real-Time Data Pipelines
Real-time data pipeline installation must overcome challenges
to ensure system reliability. Issues include infrastructure, prices,
data standards, system integration, and security.

Data Security and Privacy

Live data pipelines pose privacy and security issues during
processing. Real-time systems handle sensitive data, making
them hackable. Security and access control are crucial for
sensitive data. Protecting data at rest and in transit requires
strong encryption [13]. Limit data access to permitted users to
minimise internal hazards. Continuous data pipeline monitoring
is necessary. Anomalies in real-time data flow monitoring may
indicate a security vulnerability. Complex setups with varying
system data may make these security processes challenging to
perform. Companies struggle to reconcile data flow speed and
security. Need a good balance.

Integration with Existing Systems
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Figure 7: Architecture of the Developed UAV-ED System.

Real-time data streams are challenging to integrate into existing
systems because of their complexity. Many firms employ old,
non-real-time data processing. Integration of outdated systems
with real-time capabilities may be complex and time-consuming
[14]. Integration requires fixing data flow and system compatibility
issues. However, customised solutions and large infrastructure
improvements may be costly and resource-intensive. Without
interruption or corruption, data must travel between new and
old systems for smooth integration. Comprehensive planning
and testing must identify and fix integration issues. Integration
is tougher with several data sources and formats, each with its
own requirements [9].

Cost and Infrastructure

Starting and monitoring real-time data pipelines may be expensive
for smaller companies with limited resources. It is not inexpensive
to purchase servers, storage, and networks that have a high-end
setup [25]. Real-time data pipelines need specialist software and
qualified system administrators and maintainers. New hires or staff
training may increase pricing. In addition to setup, a real-time data
pipeline needs system upgrades, monitoring, and security. Smaller
organisations may struggle to justify these costs if real-time data
processing benefits require time. Thus, financial constraints may
prevent real-time data pipeline adoption [9].

Data Standardization
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Figure 8: Data-processing Flow in the UAV Module

Standardising data formats and protocols helps real-time data
pipelines manage data from several sources [3]. The criteria may
be difficult to satisfy. Many sources provide data in different
formats and standards to organisations. Data must be standardised
before integration and analysis, which might hinder the process.
Conversion delays and errors may diminish real-time data
processing benefits. Data standardisation needs cooperation from
parties with various agendas and standards. Large companies
or those with uneven data standards may have problems. For
many organisations, creating and implementing data formats and
standards requires collaboration [3].
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Future Directions

Their future is bright as tech improves real-time threat detection
data pipelines. The convergence of wearable technologies, 10T,
blockchain for data security, Al and ML integration, and system
interoperability will drive future progress. By continually collecting
real-time data, Al and ML may enhance predictive analytics,
identify hidden patterns, and detect threats [13]. Healthcare and
other businesses need immediate replies and constant monitoring
from wearable and IoT devices [15]. Blockchain provides secure,
immutable data exchanges and traceability. These qualities
are essential for regulatory compliance and cooperative threat
detection [16]. Protocols and defined data formats enable systems
communicate, enabling data transfer for analysis and streamlined
operations [17]. These advances will make real-time data pipelines
crucial for cybersecurity and operational management [18-25].

Conclusion

Real-time data engineering pipelines automate data gathering,
processing, and analysis, enhancing security and management.
Threat detection nowadays requires these pipelines. Automation
reduces risk by detecting irregularities quickly. Benefits surpass
data format standardisation, security, and system integration.
Scalable and adaptable pipelines enhance detection accuracy and
operating efficiency. Future research should develop advanced
machine learning models and scale to handle more data. Data
security and operational efficiency will need real-time data
pipelines as blockchain, Al, IoT, and interoperability technologies
advance.
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