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Introduction
Energy efficiency in buildings has become a critical priority in 
the face of rising energy costs and climate change commitments. 
HVAC systems are central to this challenge as they typically 
account for 40–50% of a building’s energy consumption. In 
commercial facilities, HVAC is often the single biggest energy 
“guzzler,” followed by lighting and equipment loads. For 
instance, one analysis notes that 60–70% of total energy use in 
commercial buildings goes toward HVAC functions. Inefficiencies 
in traditional HVAC operations (e.g. heating or cooling unoccupied 
spaces, outdated controls) can lead to 20–30% energy waste. 
Eliminating such waste is not only a cost-saving opportunity but 
could cut global energy use by roughly 10% and significantly 
lower greenhouse emissions.

Figure 1: Typical HVAC end-use breakdown by component, 
illustrating that fans and cooling equipment consume the bulk 
of HVAC energy. This highlights key targets for IoT-driven 
optimization, as smarter control of fans, chillers, and pumps can 
yield substantial efficiency gains

In parallel with energy concerns, occupant comfort remains 
a paramount goal in building environments. Indoor thermal 
conditions directly affect health, productivity, and satisfaction of 
occupants. Studies show that aligning temperatures with occupant 
preferences can increase productivity by up to ~10%. However, 
in many buildings the HVAC systems are centrally controlled 
with fixed set-points that do not account for varying occupancy or 
individual comfort needs. Occupants often have little recourse to 
adjust conditions besides manual complaints, leading to periods of 
discomfort or “thermostat wars.” Achieving both energy efficiency 
and occupant comfort is a balancing act: aggressive energy-
saving measures (like wider temperature setbacks) might provoke 
discomfort, whereas prioritizing comfort can increase energy use.

IoT integration offers a promising solution to reconcile these 
objectives. The IoT refers to networks of connected sensors, 
actuators, and devices that collect data and communicate over 
the internet. In the context of HVAC, IoT-enabled systems use 
smart sensors (for temperature, humidity, CO₂, occupancy, etc.) 
and internet-connected controllers to continuously monitor indoor 
conditions and equipment performance. These devices feed data 
to cloud-based analytics and machine learning algorithms, which 
can optimize HVAC operations in real-time and even predict 
future needs. Unlike traditional thermostats or schedule-based 
controls, IoT systems dynamically adjust heating, cooling, and 
ventilation based on actual usage patterns, weather forecasts, and 
even occupant feedback. This fine-grained, responsive control 
has the potential to drastically improve energy efficiency without 
sacrificing comfort, essentially allowing HVAC to “learn” and 
adapt to the environment.
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ABSTRACT
The Internet of Things (IoT) is transforming the management of Heating, Ventilation, and Air Conditioning (HVAC) systems by enabling real-time 
monitoring and intelligent control. Buildings account for about 40% of global energy use, with HVAC systems consuming the largest share. Yet many 
HVAC operations are inefficient, wasting 20–30% of energy due to rigid controls and lack of feedback. This study investigates the impact of IoT integration 
on HVAC performance, focusing on improvements in energy efficiency and occupant comfort. We present a comprehensive analysis combining literature 
review, experimental case studies, and data-driven evaluation. The results demonstrate that IoT-enabled HVAC systems can significantly reduce energy 
consumption—often by 20–30% or more while maintaining or enhancing indoor comfort. Case studies from commercial buildings and campus facilities 
illustrate how smart sensors, connected thermostats, and data analytics optimize HVAC operation. Occupant comfort is addressed through adaptive controls 
and occupant feedback mechanisms, leading to more stable indoor environments. However, challenges such as data security, privacy, and integration costs 
remain and are discussed alongside future directions for widespread adoption. These findings underscore IoT’s potential to revolutionize HVAC systems, 
achieving a synergy between sustainability and human comfort in modern buildings.
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Equally important, IoT-enabled HVAC systems facilitate better 
maintenance and reliability. By collecting performance data 
(equipment temperatures, pressures, vibration, etc.), these systems 
can implement predictive maintenance – detecting anomalies 
and faults before they lead to breakdowns. This not only avoids 
downtime but maintains efficiency by keeping equipment at 
optimal condition. For example, IoT-based fault diagnostics 
can continuously inspect HVAC components and alert facility 
managers to issues like clogged filters or failing motors, which 
if left unaddressed would waste energy and degrade comfort.

Despite its promise, the integration of IoT into HVAC is not 
without challenges. Concerns about data security, upfront costs, 
and system interoperability have slowed adoption in some cases. 
Nevertheless, the trend toward smarter buildings is accelerating. 
The number of IoT devices worldwide is exploding – more 
than doubling from about 10 billion in 2018 to an estimated 
25+ billion by 2025 – and a substantial share of these are in 
building automation and energy management. Industry surveys 
indicate that over half of businesses (around 54%) are already 
incorporating IoT solutions primarily as a cost-saving measure. 
In the residential sector, millions of homeowners have installed 
smart thermostats (such as Google Nest and others), attracted 
by convenience and energy savings averaging 10–15%. These 
trends underscore a paradigm shift: HVAC systems are evolving 
from isolated mechanical equipment to interconnected, intelligent 
systems within the broader IoT ecosystem.

Objectives of this Study
Building on this context, our research aims to rigorously evaluate 
how IoT integration impacts HVAC energy efficiency and occupant 
comfort. We expand an initial investigation into a full analysis by 
(1) reviewing the current state-of-the-art in IoT-enabled HVAC 
technologies and past research findings, (2) detailing a methodology 
for assessing HVAC performance with IoT including experimental 
setup and metrics, (3) presenting empirical results comparing IoT-
enhanced systems against traditional ones, and (4) discussing the 
practical implications, challenges, and future outlook of IoT-driven 
HVAC in buildings. By combining knowledge from literature 
and real-world case studies, this paper provides a comprehensive 
understanding of IoT’s role in creating more sustainable and 
comfortable indoor environments. The ultimate goal is to inform 
both academia and industry on best practices for leveraging IoT 
in HVAC and to highlight the path forward for smart, energy-
efficient buildings.

Literature Review
Evolution of HVAC Control and IoT Advancements
HVAC technology has steadily progressed over the past decades, 
from basic manual thermostats to advanced digital control 
systems. In the mid-20th century, thermostats and pneumatic 
controls maintained fixed temperature set-points but offered 
limited feedback or precision. By the late 20th and early 21st 
century, computerized Building Management Systems (BMS) 
and direct digital controls became common, enabling schedule-
based adjustments and centralized monitoring of large HVAC 
plants. These systems, however, often remained siloed, proprietary, 
and accessible only on-site. The Internet of Things revolution 
has introduced a new generation of HVAC control capabilities: 
inexpensive sensors, wireless connectivity, cloud computing, 
and data analytics now allow even finer control and integration 
across systems. Dwindling hardware costs and ubiquitous 
connectivity have made it feasible to deploy large numbers of 
sensors and connected devices in buildings. Modern IoT sensors 
are small, battery-powered (often with 5-10-year lifespans), and 

communicate over Wi-Fi or low-power radio, which simplifies 
retrofitting them into existing buildings. This means one can 
monitor many environmental parameters without expensive 
rewiring, creating a dense data stream for analysis.

Crucially, IoT brings interoperability and integration opportunities 
that traditional HVAC controls lacked. IoT-based platforms adhere 
to common Internet protocols and data formats, enabling HVAC 
systems to exchange data with other building systems (lighting, 
security, weather services, etc.) on a unified dashboard. For 
example, occupancy data from smart lighting or badge systems 
can inform HVAC to adjust ventilation in real-time, something 
earlier standalone HVAC controllers could not easily do. Cloud-
based IoT platforms also provide virtually unlimited data storage 
and computing power for running advanced control algorithms, 
such as model predictive control (MPC) that optimizes HVAC 
settings by forecasting future conditions. Researchers have 
proposed IoT architectures that combine edge devices and cloud 
analytics to achieve this; one such architecture is illustrated in 
our methodology (see Figure 2). In summary, IoT advancements 
(wireless sensors, cloud computing, AI analytics) are enabling a 
level of feedback-driven, integrated control in HVAC systems 
that was previously unattainable.

HVAC Energy Consumption and Efficiency Findings
It is well documented that buildings are a major energy consumer, 
accounting for approximately 40% of final energy use in many 
regions. HVAC systems comprise the largest fraction of this 
consumption. As shown earlier, within a typical commercial HVAC 
system, energy use is dominated by fans (for circulation), cooling 
equipment (chillers or compressors), and pumps, which together 
make up over 70% of HVAC energy usage. This breakdown 
suggests that strategies targeting those components (like variable 
speed drives for fans/pumps and optimized chiller operation) could 
yield the highest savings. Past studies have reported substantial 
efficiency gains when smart controls are implemented. For 
instance, a Lawrence Berkeley National Lab study found that 
smart thermostats combined with occupancy sensors reduced 
HVAC energy use by 10–30% in commercial buildings. This 
range is significant, potentially cutting a large portion of the 
waste in typical systems. Another real-world implementation 
by the Texas Facilities Commission (managing ~9.5 million sq. 
ft. of state office space) demonstrated about a 25% reduction in 
HVAC electricity usage after deploying IoT-based smart controls 
across their buildings. This translated to hundreds of thousands 
of dollars in annual savings, showcasing the economic impact of 
IoT-driven efficiency.

Academic research corroborates these improvements. In a 
university campus pilot in the UAE, researchers deployed an 
IoT system with environmental sensors and a mobile app for 
occupant feedback. By dynamically adjusting HVAC settings 
based on real-time comfort votes from occupants, they achieved 
on the order of 50–100 kWh per day of energy savings in each 
building (roughly 10–20% of HVAC consumption) while keeping 
occupants comfortable. Similarly, a case study in the UK found that 
outfitting a building with smart HVAC and lighting IoT devices 
reduced annual energy consumption by over 38% compared to 
baseline. These figures highlight that IoT integration can yield 
double-digit percentage improvements in efficiency, far above 
incremental tweaks achievable through conventional means. It 
is worth noting that many of these studies not only measured 
energy use but also verified that indoor climate remained within 
acceptable comfort ranges, an important point we discuss later.
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At the device level, even consumer-focused IoT HVAC solutions 
have proven their value. Smart home thermostats, like the Nest 
Learning Thermostat, leverage IoT connectivity and learning 
algorithms to optimize heating and cooling schedules. Independent 
studies show Nest users save on average 10–12% on heating and 
15% on cooling costs, simply through smarter scheduling and 
remote-control capabilities. These savings, while on the lower 
end of the range, are achieved with minimal user intervention 
and demonstrate IoT’s ability to reduce energy use in millions 
of homes. In aggregate, if such devices become ubiquitous, the 
nationwide (or global) energy savings could be tremendous.

Despite these positive findings, literature also identifies limitations 
and gaps. Many early IoT-HVAC studies were confined to 
simulations or small-scale pilots. For example, simulations 
using EnergyPlus™ have shown that introducing IoT-based fault 
detection and comfort control algorithms can maintain comfort 
and cut energy use, but translating this to real buildings involves 
complexities of integration and user acceptance. Some projects 
achieved savings but faced issues with data overload or system 
tuning. There is also a recognition that results can vary: a 10% 
saving in one building might be 30% in another, depending on 
factors like prior efficiency levels, climate, and how well the IoT 
system is implemented. A notable challenge from prior work is 
balancing the conflicting goals of comfort vs. efficiency. As one 
study put it, a fixed setpoint might not be optimal for all occupants 
or times; IoT allows dynamic adjustment, but determining the right 
control algorithms and getting occupants to engage (e.g. provide 
feedback) can be difficult. Nevertheless, the overall trajectory 
of research suggests that when properly deployed, IoT-enabled 
HVAC control consistently improves energy performance and can 
do so without compromising occupant well-being.

Occupant Comfort and IoT-Based Control Strategies
Traditional HVAC design has treated occupant comfort in a 
broad-brush manner, using standard temperature setpoint ranges 
(e.g. 22°C ± 1°) presumed to be acceptable to most people. In 
reality, comfort is subjective and can be influenced by factors 
like occupancy levels, activity, clothing, and personal preference. 
IoT opens new possibilities for occupant-centric control. Modern 
buildings equipped with IoT sensors can monitor not just 
temperature but also humidity, air quality, and even occupancy in 
each zone in real-time. This granular view allows HVAC systems 
to adjust conditions more precisely – for example, lowering airflow 
in an empty room while boosting cooling in a meeting room that’s 
occupied by many people. Some IoT frameworks go a step further 
by involving occupants directly: mobile apps or wall interfaces 
enable people to vote if they are too hot or cold, and the HVAC 
system aggregates these inputs to find an optimal compromise 
temperature for everyone. Such feedback loops were impractical 
in the past, but IoT makes them feasible at scale.

Research on personal comfort systems (PCS) also intersects 
with IoT. PCS devices (like smart seat cushions, desk fans, or 
heating panels) can allow individuals to fine-tune their immediate 
environment. When coordinated via IoT, PCS and central HVAC 
can work together – for instance, IoT can detect an occupant’s 
presence and preference, then adjust both the central HVAC and 
a local PCS device to meet that person’s comfort with minimal 
energy. This approach can significantly reduce the need to condition 
entire rooms to one strict setpoint, thereby saving energy. Joyce 
Kim et al. have discussed IoT-enabled PCS integration where 
occupants achieve comfort at higher/lower ambient temperatures, 
leading to energy savings for the overall HVAC system.

The literature also notes improved air quality and health outcomes 
with IoT HVAC systems. By monitoring CO₂ and pollutant 
levels, IoT systems can adjust ventilation rates to ensure fresh 
air without unnecessarily over-ventilating (which wastes energy). 
For example, IoT humidity sensors can maintain optimal humidity 
(around 40–60%) to enhance comfort and mitigate issues like mold 
growth. Advanced IoT deployments treat indoor environmental 
quality holistically – temperature, humidity, air cleanliness, and 
even lighting – to create a healthier, more comfortable indoor 
climate. Occupant comfort is thus no longer seen as a static 
thermostat setting, but a dynamic state that can be continuously 
managed through data.

Industry Adoption Trends
Adoption of IoT in HVAC and building management has 
accelerated in recent years, driven by both technology push and 
market pull. On the technology side, the cost of IoT sensors and 
network infrastructure has dropped, and robust cloud platforms are 
readily available, often “as-a-service”. On the market side, building 
owners are increasingly aware of the savings and convenience 
offered by IoT solutions. A recent industry survey revealed that 
54% of businesses have integrated IoT into their operations 
primarily to save costs. Facility management is one of the key 
areas seeing IoT investment, as companies seek smart solutions to 
cut energy bills and meet sustainability targets. The commercial 
smart building market is projected to grow substantially; estimates 
put the installed base of IoT devices in commercial buildings 
at ~2 billion devices, expected to double to 4+ billion by 2030. 
HVAC controls, being a major component of building operations, 
represent a large share of this IoT device growth.

Specific IoT-enabled HVAC products have seen widespread 
adoption. Smart thermostats are now standard in many office 
buildings, retail stores, and homes. Large HVAC equipment 
manufacturers are offering IoT connectivity in chillers, rooftop 
units, and boilers, allowing these machines to be monitored and 
controlled remotely via apps. According to the Department of 
Energy, modern energy management systems leveraging IoT 
routinely achieve 15–20% reductions in HVAC-related costs 
in large facilities. This kind of proven result is driving more 
organizations to retrofit IoT into older HVAC systems or specify 
IoT capabilities in new installations. We also see big players 
entering the arena: tech companies (Google, Amazon) have smart 
home ecosystems that include HVAC control, and industrial firms 
(Siemens, Schneider Electric) offer IoT building automation 
platforms for enterprise customers. The convergence of IT and 
traditional building automation means IoT HVAC is increasingly 
seen not as an experimental concept but as a best practice for 
modern efficient buildings.

However, some gaps in adoption remain, particularly in older 
buildings and in regions with less awareness or capital for such 
upgrades. Small to medium facilities may find the IoT landscape 
confusing or may lack the in-house expertise to implement it. 
This underscores the need for clear evidence (which this study 
aims to provide) and perhaps policy incentives to encourage IoT-
based energy upgrades. Overall, the literature and industry trends 
indicate that IoT integration in HVAC is moving from niche to 
mainstream, propelled by tangible benefits in energy savings and 
the imperative to improve building sustainability and comfort.

Methodology
Research Approach
To investigate the impact of IoT integration on HVAC systems, 
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we adopted a mixed-method research approach combining 
experimental case studies, simulation modeling, and data analytics. 
The study was conducted in two main parts: (1) Real-world case 
studies in occupied buildings where IoT-based HVAC upgrades 
were implemented and monitored, and (2) Controlled simulations 
and laboratory tests to further quantify performance under various 
scenarios. This approach allows us to capture both practical, 
field-validated results and more granular insights under controlled 
conditions. The real-world cases demonstrate actual energy and 
comfort outcomes in complex environments (with human behavior, 
weather, etc.), while simulations help isolate specific factors (like 
setpoint strategies or fault conditions) in a repeatable way.

Each case study involved a before-and-after comparative analysis. 
First, baseline performance of the existing (traditional) HVAC 
system was measured over a significant period (several weeks to 
months) to account for normal variations. Then an IoT integration 
was introduced to the HVAC controls, and the system was 
monitored for an equivalent period under the new IoT-enhanced 
operation. Key performance indicators (KPIs) for energy and 
comfort were tracked throughout. In addition to these longitudinal 
studies, we conducted cross-sectional comparisons between 
similar zones or buildings with and without IoT, to strengthen 
the attribution of any improvements to the IoT intervention rather 
than external factors.

On the simulation side, we utilized a building energy modeling 
tool (EnergyPlus) to simulate the HVAC system of one case 
study building. This model was calibrated with the real building’s 
characteristics and baseline data. We then simulated scenarios with 
IoT-like advanced control algorithms (e.g., demand-controlled 
ventilation based on occupancy sensors, dynamic setpoint 
adjustments, and fault detection logic) to estimate potential 
performance improvements. We also introduced common HVAC 
fault conditions (like sensor drift or clogged filters) in simulation to 
test the IoT system’s ability to detect and correct them, following 
approaches similar to those reported by Texas A&M researchers. 
The simulation component provided a sandbox to experiment 
with control strategies beyond what was done in the field and to 
forecast performance under different conditions (peak summer vs. 
shoulder seasons, varying occupancy patterns, etc.).

IoT-Enabled HVAC System Setup
For the experimental implementations, we retrofitted IoT 
components onto existing HVAC systems in two buildings: Case 
Study A: a commercial office building (10,000 m²) and Case Study 
B: an academic building on a university campus (5,000 m²). Both 
buildings had conventional HVAC setups (Case A: rooftop air 
handling units with VAV terminals; Case B: central chiller/boiler 
plant with distributed air handlers). The IoT system architecture 
in each case included a network of wireless sensors, a gateway, 
and a cloud-based control platform, as illustrated in Figure 2.

Figure 2: Representative architecture of an IoT-enabled HVAC system. Multiple IoT sensors and actuators (bottom) are installed 
alongside HVAC equipment (pumps, chillers, cooling towers, air handling units, etc.), feeding data to a local IoT gateway controller. 
The gateway aggregates data and communicates with the cloud platform, where a web-based dashboard and analytics optimize 
HVAC operations. This layered setup enables remote monitoring, data analytics, and closed-loop control adjustments sent back to 
the HVAC actuators.
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In our deployment, the sensors included: temperature sensors in 
various zones and rooms, humidity sensors, CO₂ and air quality 
sensors in select locations to monitor ventilation needs, occupancy 
sensors (motion detectors and door counters to infer room usage), 
and power meters on HVAC equipment to log energy consumption. 
These devices were predominantly wireless (using a combination 
of Wi-Fi and a low-power LoRaWAN network for long-range, 
low-bandwidth sensors). Sensor data was transmitted in real-time 
(with intervals of 1–5 minutes for most parameters) to the IoT 
gateway. The actuators and controllable devices included: smart 
thermostats or zone controllers replaced some manual thermostats, 
variable frequency drive (VFD) controllers on supply fans and 
pumps (allowing us to modulate speeds remotely), smart dampers 
and motorized valve actuators to adjust airflow and water flow, 
and the existing HVAC controllers interfaced via a communication 
protocol (BACnet) to override setpoints under the IoT platform’s 
commands. All these were tied into the IoT gateway, which in our 
case was a small industrial PC running IoT middleware capable 
of local control logic and secure communication with the cloud.

The cloud-based platform (hosted on an IoT service) collected 
the data streams from the gateway and provided a dashboard for 
visualization and control tuning. We implemented custom control 
algorithms on this platform: for example, an algorithm to adjust 
zone temperature setpoints based on occupancy levels and time 
of day, and another for detecting when equipment performance 
deviates from expected signatures (predictive maintenance alerts). 
The platform’s analytics included AI-driven features like anomaly 
detection for energy use and adaptive learning of occupancy 
patterns to predict when to pre-cool or pre-heat spaces. Importantly, 
the control was closed-loop: the system could automatically issue 
commands (like lowering a thermostat setpoint or slowing down 
a fan) in response to sensor inputs and analytic decisions. In 
sensitive areas, we configured the system to seek confirmation 
from facility managers via the dashboard before making major 
changes, to ensure safety and acceptability.

Data Collection Procedures
Energy consumption data was a primary focus. We installed smart 
energy meters or power transducers on all major HVAC electrical 
feeds (chiller compressors, fans, pumps, etc.) to log power draw at 
1-minute intervals. This allowed us to calculate daily and hourly 
energy usage of HVAC before and after IoT integration. For 
thermal energy (heating/cooling output), we also logged data 
from the building’s existing BMS (e.g., chilled water supply/
return temperatures and flow rates) to estimate delivered cooling/
heating energy, though electrical energy was our main efficiency 
metric. All energy data was timestamped and synchronized with 
the sensor readings for correlation analysis.

Environmental and comfort data included the temperature and 
humidity in each zone, which we continuously recorded. To gauge 
occupant comfort more directly, we conducted occupant surveys 
and feedback collection in Case Study B (the academic building). 
Using a simple smartphone app interface, occupants could rate their 
thermal comfort on a three-point scale (too cold / comfortable / too 
hot) at random intervals. We encouraged participation by sending 
brief surveys during different times of day. The IoT system also 
logged any manual thermostat adjustments or override requests 
made by occupants or facility staff, as a measure of intervention 
frequency. Additionally, we recorded indoor air quality parameters 
(CO₂ levels, measured in ppm, and VOC sensor readings) to ensure 
that any energy-saving measure (like reducing ventilation) did not 
adversely affect air freshness.

Occupancy data was collected via motion sensors in rooms and 
door entry counters at main zones. This data was used both in 
controlling the system (e.g., turning off AC in empty rooms) and 
in analyzing results (e.g., normalizing energy use to number of 
occupants). We also had access to the buildings’ access control 
logs (badge swipes) to estimate occupancy patterns, though for 
privacy reasons this aggregated data was used carefully and not 
stored long-term.

During the baseline and IoT periods, data was collected to a 
cloud database. We ensured the baseline and post-IoT periods had 
similar external conditions for a fair comparison – for instance, 
for Case A we chose two equivalent months in spring with similar 
weather; for Case B (campus) we monitored during the academic 
semester both before and after. In simulation experiments, data 
was generated by the EnergyPlus model under various scenarios 
and then analyzed similarly.

Evaluation Metrics
After data collection, we defined several metrics to evaluate 
performance:
•	 HVAC Energy Consumption (kWh): This is the total 

electrical energy consumed by HVAC equipment over 
the evaluation period. We analyzed this as daily kWh and 
also as an average power demand (kW). A key metric was 
the percentage reduction in HVAC energy use after IoT 
implementation, compared to baseline. We also looked at peak 
demand reduction (since IoT might reduce or shift peak loads 
via strategies like pre-cooling) and load factor improvements.

•	 Energy Efficiency Index: To normalize for building size 
and weather, we computed metrics like kWh per square 
meter (for the period) and kWh per cooling degree-day (for 
cooling energy) before vs. after. This helped account for any 
weather differences between baseline and post-IoT periods. 
An improvement in these normalized metrics would strongly 
indicate increased efficiency due to IoT controls.

•	 Occupant Comfort Level: We used both objective and 
subjective indicators. Objectively, we evaluated the time 
within comfort band – e.g., percentage of occupied hours 
where zone temperature remained within the target comfort 
range (we defined 22–25°C as comfortable for cooling 
season, based on ASHRAE Standard 55 adaptive comfort 
recommendations). We compared this metric pre- and post-
IoT to see if comfort was maintained or improved (higher 
percentage means fewer hours of discomfort). We also tracked 
variance of temperature in each zone as a stability measure 
(lower variance can indicate more stable control). Subjectively, 
we analyzed the occupant survey results (proportion of 
“comfortable” votes vs. “too hot/cold” votes) between the 
baseline scenario (where HVAC ran on fixed settings) and the 
IoT scenario (where adjustments were made). A successful 
outcome would be equal or greater comfort satisfaction in 
the IoT scenario, combined with energy savings.

•	 Response to Comfort Feedback: In Case B, we specifically 
measured how quickly and effectively the system responded 
to occupant comfort feedback. If an occupant indicated 
discomfort, we logged whether the IoT system adjusted 
the local setpoint or airflow and how long it took to restore 
comfort conditions. This metric of adaptive comfort control 
is more qualitative, but it provided insight into the system’s 
responsiveness.

•	 System Performance and Faults: We monitored incidents 
such as equipment short-cycling, temperature deviations, 
or any HVAC faults flagged. One metric was the number of 
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HVAC runtime hours saved – for example, if IoT scheduling 
turned equipment off during unoccupied periods, how many 
hours of operation were avoided weekly. Another was 
successful fault detections (if any anomalies were detected 
by IoT analytics that the baseline system missed). Although 
not the primary focus, this relates to maintenance efficiency.

•	 Economic Metrics: Finally, we also calculated approximate 
cost savings from the energy reduction (using local electricity 
tariffs) and, where possible, estimated the payback period for 
the IoT investment. This adds a practical lens on the feasibility 
of scaling such solutions.

	 Data analysis involved comparing these metrics between 
baseline and IoT periods. We used statistical tests (paired 
t-tests for before/after data pairs where applicable) to ensure 
differences were significant and not due to random variation. 
We also plotted time-series graphs of key parameters (e.g., 
hourly power consumption, daily peak temperatures) to 
visually inspect the trends and confirm that any improvements 
aligned with the IoT control actions. The results section will 
present these comparisons, supported by graphs and case-
specific outcomes.

Results and Analysis
Energy Efficiency Improvements with IoT Integration
Across both case studies and supplemental simulations, the IoT-enabled HVAC systems showed marked energy efficiency gains 
compared to traditional operation. Table 1 summarizes the energy performance outcomes:

Table 1: Performance of IoT-enabled HVAC systems in reducing energy consumption, as observed in our case studies and 
reported in literature. Our cases (A and B) showed ~20% savings, aligning with external studies ranging from 15% up to 
38% in certain scenarios.
Case / Study IoT Measures Implemented Energy Reduction Source / Reference
Case A: Office Building (10,000 
m²)

Smart thermostats, occupancy-
based control, VFDs on fans/

pumps

22% reduction in HVAC 
electricity use (monthly)

This study (field data)

Case B: University Building 
(5,000 m²)

Occupant feedback app, dynamic 
setpoints, demand-controlled 

ventilation

18% reduction in daily cooling 
energy; peak load down 15%

This study (field data)

Texas Facilities Commission 
(Portfolio)

Enterprise IoT BMS retrofit, 
analytics optimization

25% reduction in HVAC 
electricity across 9.5M ft²

TFC case study

LBNL Smart Thermostat Study 
(Offices)

Learning thermostats + 
occupancy sensors

10–30% HVAC energy savings LBNL/DoE field study

UK Smart Building Experiment IoT HVAC + Lighting control 38% reduction in total energy use Research experiment
DOE Energy Management 
Systems

Advanced IoT-based EMS in 
large buildings

15–20% HVAC cost savings DoE estimates

In Case A (office building), we observed that after IoT integration, the HVAC system’s daily electricity consumption dropped from 
a baseline average of 1,150 kWh to 900 kWh, roughly a 22% decrease. This was achieved through a combination of automated 
scheduling (turning off or setting back HVAC during off-hours once occupancy sensors indicated the building was empty) and 
continuous modulation of fan speeds and cooling output to meet actual demand rather than running at fixed capacity. Figure 3 
illustrates a representative week of power usage before and after IoT enablement. The IoT-controlled system’s load profile closely 
tracks occupancy patterns: during workdays, equipment ramps up only as needed in the morning and trims down in the afternoon 
when many offices are unoccupied, whereas the baseline system ran near full capacity most of the day. Notably, the evening and 
weekend energy waste was nearly eliminated – previously the HVAC was often left running at a low level after hours, but with IoT 
and remote control, it was automatically shut off or set to eco-mode when sensors detected no people in each zon. Over a month, this 
contributed heavily to the energy reduction. The change was statistically significant (p < 0.01) when comparing daily consumption 
distributions. Peak demand was also shaved; the highest half-hour HVAC demand went from 120 kW (baseline) down to 100 kW with 
IoT, as the system intelligently staggered equipment start times and pre-cooled spaces before the hottest part of the day (implementing 
a form of peak load shaving.

Case B (university building) likewise showed substantial savings. This building’s cooling energy (from the campus chilled water 
system) dropped by about 18% on average. An interesting finding was how occupant feedback enabled energy optimization: by 
collecting comfort votes, the system learned it could raise the cooling setpoint from 22°C to about 24°C in the afternoons with minimal 
complaints. This 2°C increase meant the chiller and AHUs ran less, saving energy, yet surveys indicated that most occupants (over 
90%) remained comfortable. Essentially, IoT allowed identification of the warmest acceptable temperature for the majority, avoiding 
overcooling while still keeping people happy. The energy saved from this adjustment was measurable – roughly 50–60 kWh per 
day less cooling energy was supplied, which matches independent estimates of 50–100 kWh/day savings per building using such 
IoT feedback systems. Another factor in Case B was demand-controlled ventilation: CO₂ sensors in large lecture halls prompted the 
system to reduce ventilation (and cooling) when the rooms were only lightly occupied. This fine-tuned ventilation control trimmed 
unnecessary reconditioning of air and contributed a few percentage points of energy savings without any air quality issues (CO₂ 
remained well below threshold).
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Comparing to other studies, our findings align well. The ~20% 
energy reduction in both cases sits in the middle of the range 
reported in Table 1. More aggressive savings (30% or more) were 
typically seen when multiple building systems were integrated 
(e.g., HVAC + lighting as in the UK study or when baseline 
systems were very inefficient to start with. In modern efficient 
buildings, IoT might yield nearer the 10–15% range by optimizing 
an already decent system. Nonetheless, even at the lower end, IoT 
improvements are significant in absolute terms given HVAC’s 
large share of energy use. For example, a 15% saving in a big 
commercial building could equate to tens of thousands of kWh 
and substantial cost reductions annually.

We also note that our simulation results reinforced these trends. 
In simulation, under identical weather and occupancy conditions, 
the EnergyPlus model predicted a 25% reduction in HVAC energy 
when switching from fixed setpoints and schedules to an IoT-
driven strategy that included occupancy sensing and adaptive 
setpoints. This predicted value was remarkably close to the real 
outcome in Case A (22%), lending confidence that the performance 
gains were indeed due to the IoT control strategy. Simulation also 
showed that in more extreme weather weeks, IoT control could be 
even more beneficial by avoiding over-conditioning during mild 
periods and responding quickly to heat waves.

Occupant Comfort and Indoor Environment Analysis
A crucial aspect of our results is that energy savings were achieved 
without compromising occupant comfort in fact, in some respects 
comfort improved. In Case A, the building management reported 
a noticeable drop in temperature-related complaints after the IoT 
system was deployed. Prior to IoT, they received on average 
4–5 hot/cold calls per week from employees; afterward, this fell 
to 1–2 minor complaints per week. This correlates with data: 
the IoT control-maintained zone temperatures in a tighter band 
around the setpoints. The standard deviation of zone temperature 
in a typical day went from 1.5°C (baseline) to 0.8°C with IoT 
control, indicating more stable and consistent conditioning. Figure 
3 (mentioned earlier) also showed that the IoT system pre-cooled 
spaces before occupancy – this meant employees walking in 
at 9:00 AM found their offices already at a comfortable 23°C, 
whereas previously the HVAC only started at 9:00 on the dot, 
leading to some morning discomfort. Little operational tweaks 
like this, guided by IoT data analytics, had a tangible positive 
effect on comfort.

In Case B, we directly measured comfort through surveys. During 
the baseline phase (traditional HVAC control at fixed settings), 
about 74% of survey responses indicated “comfortable” while 
26% were “too cold” or “too hot” (with “too cold” being the 
majority of complaints, as the building tended to overcool). After 
implementing IoT adaptive control, the comfort votes improved to 
88% “comfortable”, with only 12% “too cold/too hot”. This was 
a significant improvement in perceived comfort. The occupants 
particularly responded well to having some agency – the mere 
ability to send feedback via the app made them feel issues 
were being addressed, even if in many cases the system didn’t 
need to drastically change. Interestingly, our system sometimes 
intentionally let the temperature drift a bit higher (to save energy) 
until someone indicated discomfort, essentially finding the limit 
of acceptability. Once a complaint was received, the system 
would cool that zone slightly. We discovered many people were 
actually comfortable at 24°C but would complain at 25°C; by 

learning this threshold, the IoT system operated at 24°C (saving 
energy vs. always 22°C) yet kept people satisfied. This highlights 
how IoT can enable a proactive yet people-centered approach: 
instead of waiting for numerous complaints or large deviations, it 
continuously optimizes around occupant needs and energy goals.

Indoor air quality remained good throughout. In Case B’s IoT 
phase, CO₂ levels were on average 600–800 ppm in occupied 
rooms (well below the ~1000 ppm comfort guideline), similar to 
baseline, except we avoided over-ventilating when rooms were 
empty. Relative humidity was kept in a healthy 45–55% range. We 
also measured noise levels from the HVAC system and found no 
increase (sometimes variable fan drives can create more noticeable 
changes, but occupants did not report any noise issues with the 
modulating fans). Therefore, all aspects of the indoor environment 
were maintained or improved. Occupant comfort in a holistic sense 
– thermal comfort, air quality, and even convenience – benefited 
from the IoT system.

It is worth noting a potential caveat: In Case A, the IoT system 
prevented local manual overrides that used to be possible. Facility 
managers set tighter bounds on thermostat adjustments (so an 
occupant couldn’t set it to extreme temperatures) to avoid energy 
waste. While this might seem restrictive, the managed setpoint 
change feature allowed occupants to request temporary changes 
within a reasonable range, which the system would grant and 
then normalize after a duration. This method balanced individual 
preferences with overall efficiency. In practice, occupants did not 
object to this after it was explained, and it likely helped avoid 
situations where someone forgetting to reset a thermostat could 
cause all-night energy waste. This kind of controlled flexibility 
is an example of new IoT-enabled policies that can keep comfort 
high while still curbing misuse of controls.

To further validate comfort, we consulted standard comfort indices. 
Using logged data, we computed the Predicted Mean Vote (PMV) 
for a typical office in Case A during both periods. The PMV (on 
ASHRAE’s 7-point scale) hovered around 0 (neutral) for both 
baseline and IoT periods during working hours, with IoT slightly 
closer to zero (meaning slightly more neutral as there were fewer 
times that drifted to cool or warm). There was no statistically 
significant difference in PMV distribution, confirming neutrality 
was maintained. Similarly, the percent of time in compliance with 
ASHRAE comfort zone was 96% with IoT vs 94% baseline – a 
minor improvement. These technical comfort metrics reinforce 
that IoT control did not degrade the indoor climate.

Case Study Highlights and Graphical Trends
To illustrate the findings, we present a graphical comparison for 
Case A (Figure 3) and highlight specific successful implementations 
from the case studies:
Energy Consumption Trend Case A: In Figure 3, the top panel 
shows the HVAC electricity use (in kW) over 24 hours for a sample 
day before IoT, and the bottom panel for a comparable day after 
IoT. The baseline day shows the HVAC running at a relatively 
steady high load even in mid-afternoon when many offices were 
empty and only turning off late at night. In contrast, the IoT-
managed day’s load is more peaked during actual occupancy 
hours and much lower in the late afternoon and night. These 
curves visually demonstrate the elimination of wasteful operation 
and the alignment of energy use with need, a direct outcome of 
IoT controls.
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Occupancy vs. Temperature Case B: Another analysis plotted room 
occupancy (number of people) against room temperature over 
time. With the old control, the correlation was weak sometimes 
rooms were overcooled with few people. After IoT, there was a 
tighter coupling: when occupancy was high, temperature was kept 
in the comfort band, but when rooms were empty, temperatures 
were allowed to drift a bit higher (saving cooling). This indicates 
a more responsive system that caters to actual usage patterns.

Case Study 1 (Office Building): After one year of IoT operation, 
the office building not only saved energy but also saw a decline 
in HVAC equipment runtime by ~20%. This suggests lower wear 
and tear. Indeed, maintenance records showed fewer service 
calls for minor issues (the IoT’s predictive alerts allowed fixing 
issues proactively during scheduled maintenance). The company 
reported an estimated payback period of under 3 years for the 
IoT investment purely from energy savings and peak demand 
charge reduction.

Case Study 2 (University Building): This pilot demonstrated how 
low-cost IoT solutions (sensors + a simple app) can be scaled on 
campus. Based on the success in the initial building, the university 
is planning to roll out similar IoT comfort feedback systems in 10 
more buildings. They expect each building to save on the order of 
5–10% of its total campus energy usage, contributing significantly 
to their sustainability goals. One outcome was educational as well: 
students and staff became more aware of energy use and comfort 
trade-offs. Surveys indicated people were willing to tolerate a 
slightly wider temperature range when they understood it saved 
energy – a behavioral change facilitated by the transparency and 
engagement of the IoT system.

In summary, the results strongly support that integrating IoT 
into HVAC systems yields quantitative improvements in energy 
efficiency (double-digit percentage reductions in consumption) 
while maintaining qualitative improvements in comfort and 
operations (fewer complaints, better control, smarter maintenance). 
The combination of data from our cases and corroborating data 
from external studies makes a compelling case for IoT-driven 
optimization of HVAC in buildings. Next, we discuss the broader 
implications of these findings and how they compare to traditional 
systems and other technologies.

Discussion and Implications
Achieving Sustainability and Comfort Goals with IoT HVAC
The findings confirm that IoT integration fundamentally enhances 
HVAC system performance, achieving a previously elusive 
balance between energy conservation and occupant comfort. 
Traditionally, building managers often had to choose one over the 
other – for example, saving energy by throttling HVAC might lead 
to comfort issues, or ensuring comfort by running systems liberally 
would waste energy. IoT-enabled HVAC systems show that with 

intelligent control, we can have both: significant energy savings 
and a comfortable indoor climate. This has large implications 
for sustainability in the built environment. Buildings contribute 
roughly 40% of emissions, so making HVAC smarter and more 
efficient can substantially drive down the carbon footprint. If the 
~20% average savings observed in our study could be replicated 
across millions of buildings, the aggregate reduction in energy 
use and emissions would be enormous. For policymakers and 
sustainability planners, this means IoT retrofits and smart building 
technologies are among the more impactful strategies to meet 
energy targets (complementing renewable energy and efficiency 
in other sectors).

In practical facility management terms, IoT HVAC systems 
provide enhanced visibility and control. Facility managers move 
from a reactive role (fixing complaints, doing scheduled checks) 
to a proactive, data-driven role. They can monitor every zone’s 
condition on a dashboard in real time and receive alerts for 
anomalies or inefficiencies automatically. This leads to quicker 
issue resolution for instance, if a particular conference room is 
consistently too cold because of an oversized air flow, the data 
will flag it and adjustments can be made, whereas in the past it 
might rely on repeated complaints. The implication is improved 
occupant satisfaction and trust; occupants feel their environment 
is being actively managed to their needs, especially when systems 
incorporate their feedback. This can even have productivity benefits 
in workplaces, as noted earlier, since comfortable employees are 
more productive.

A comparative analysis between IoT-driven HVAC versus 
traditional control underscores some key differences:
•	 Responsiveness: IoT systems respond in real time to changes 

(occupancy, weather, internal loads), whereas traditional 
systems often operate on fixed schedules or reactive feedback 
(thermostat triggers after deviation). The IoT approach 
prevents or shortens periods of discomfort and inefficiency.

•	 Granularity: IoT can handle zone-by-zone or even individual 
preferences by leveraging distributed sensors and controls. 
Traditional HVAC might treat an entire building or floor 
uniformly. Granular control means energy is only used 
where needed – e.g., shutting off cooling to an unused floor, 
something a one-size system wouldn’t do.

•	 Data utilization: Traditional systems generated minimal 
data (maybe just on/off logs or daily meter readings). IoT 
generates big data which can be analyzed for patterns and 
optimizations. For example, IoT analytics might reveal that 
a particular wing of a building is always empty by 6pm, so 
HVAC can turn off earlier in that wing. Such insights were 
rarely possible before.

•	 Predictive capabilities: Perhaps one of the most powerful 
implications, as seen in our analysis, is predictive maintenance 
and fault detection. The IoT approach shifts maintenance 
from scheduled-based to condition-based. Our results echo 
industry findings that predictive maintenance via IoT can 
save 8–12% over even preventive maintenance and up to 40% 
over reactive fixes. This not only saves cost but improves 
reliability – fewer unexpected outages in heating or cooling 
that could disrupt comfort.

•	 Integration with other systems: IoT HVAC doesn’t exist in 
isolation; it can interact with smart lighting (to dim lights and 
reduce AC load) or with access control (to know when the last 
person leaves a zone) or even with the power grid (adjusting 
loads to off-peak times). This creates a more holistic building 
management approach. Traditional HVAC had limited or no 
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integration – it wouldn’t know, for example, that all lights are 
off and thus maybe it could also go to setback mode.

From a technological perspective, our study demonstrates how 
specific IoT technologies (like occupancy sensors, smart VFD 
controls, cloud algorithms) each contribute to the overall gains. 
Occupancy sensing was critical for eliminating waste; without it, the 
system wouldn’t know to turn things off. Cloud analytics provided 
the “brain” to optimize setpoints and detect outliers (like unusual 
energy spikes indicating a fault). If one were to implement an IoT 
HVAC system, focusing on these key enablers is important. The 
architecture shown in Figure 2 can serve as a template: it modularly 
separates sensing, control, and cloud intelligence, meaning systems 
can be incrementally upgraded. One implication for industry is that 
retrofit is feasible – you don’t necessarily need to replace the entire 
HVAC infrastructure, but rather augment it with IoT components. 
This makes IoT adoption more accessible to existing buildings, 
which form the majority of building stock.

Comparative Analysis with Alternative Solutions
It is useful to compare IoT-driven HVAC optimization with 
other energy efficiency measures and emerging technologies. 
For example, improving building insulation or installing more 
efficient HVAC equipment (like a better chiller) are conventional 
ways to reduce energy. Those address the supply side of efficiency 
using less energy to produce the same heating/cooling. IoT, on 
the other hand, largely addresses the demand side – operating 
the equipment more intelligently so that less heating/cooling is 
required while maintaining comfort. In practice, the best results 
come when these are combined: a high-efficiency HVAC unit 
managed by IoT controls yields compounding savings. If one has 
to choose, IoT retrofits can often be more cost-effective than major 
equipment replacements, especially if the existing system is not 
old. Our analysis suggests 15–30% savings from IoT control alone; 
high-efficiency new equipment might save a similar order, so doing 
both could potentially cut usage nearly in half if done optimally.

Another comparison is with building automation systems (BAS) 
that are not IoT-based. Many large buildings have had BAS for 
years, but those are typically onsite, closed networks without the 
advanced analytics or ease of adding new sensors. IoT essentially 
supercharges BAS by bringing in more data and external 
computation. One might ask: could a well-tuned traditional BAS 
achieve similar savings? Possibly in some cases, but IoT makes it 
much easier and more automated. For instance, a BAS might allow 
schedules and setpoint adjustments, but an IoT system can learn and 
adjust continuously, something a static BAS cannot do on its own. 
Our results, especially the dynamic comfort adjustments, would 
be hard to replicate without IoT-level intelligence.

We should also consider emerging technologies that complement 
IoT. Artificial intelligence (AI) and machine learning algorithms are 
increasingly being integrated with IoT to create smart HVAC control 
strategies that improve over time. In our study, we used some simple 
learning (like learning occupancy patterns), but more advanced 
AI could optimize in real-time using reinforcement learning or 
model predictive control. The literature indicates that combining 
AI with IoT sensors can yield near-optimal energy performance at 
all times. Edge computing is another trend – processing data locally 
at the device or gateway level to reduce latency and reliance on the 
cloud. This can be important for quick control decisions (e.g., if 
internet connectivity is lost, the system can still function using edge 
intelligence). Based on our experience, a hybrid approach (edge for 
immediate control loops, cloud for heavy analytics) works well.

Interestingly, IoT can facilitate demand response and renewable 
integration. An IoT-connected HVAC can receive signals from 
the electric grid or a building’s solar panels. For example, if 
electricity prices spike or if a utility requests lowering demand, 
the IoT system could slightly adjust thermostats for a short period 
to drop consumption (with minimal comfort impact), essentially 
participating in demand response programs. Or if a building has 
solar PV, the HVAC can be scheduled to do more cooling when 
solar power is abundant (charging the building’s thermal mass) 
and less when it’s not, thus optimizing use of renewable energy. 
Traditional HVAC control has no such flexibility. This grid-
interactive efficient building concept is very much enabled by 
IoT connectivity and smart control.

Implications for Future Buildings and Retrofits
The success of IoT in our study implies that future building designs 
should incorporate IoT readiness from the outset. Architects and 
engineers can plan for dense sensor networks and ensure HVAC 
equipment is IoT-capable (many manufacturers now provide IoT 
communication modules by default). Building codes and green 
building certifications (like LEED) are beginning to acknowledge 
the role of smart controls. We foresee criteria such as “active 
monitoring and optimization” becoming part of high-performance 
building standards. There is also a case for policymakers to 
incentivize IoT retrofits in older buildings perhaps through 
energy efficiency grants or including IoT upgrades in utility rebate 
programs, given the proven savings.

For building operators, a transition to IoT-based HVAC 
management will require new skills and approaches. Instead of 
manual scheduling and periodic tuning, operators will need to 
interpret data trends, manage IoT devices, and collaborate with 
IT departments to ensure system cybersecurity (an issue discussed 
in the next section). The facilities management profession is 
thus likely to become more data-centric. Fortunately, many IoT 
platforms aim to be user-friendly with intuitive dashboards, 
but there is a learning curve. The payoff, as demonstrated, is a 
smoother running building with fewer surprises and complaints. 
Maintenance teams, for instance, can shift from routine checks 
to addressing the prioritized alerts from the IoT system, making 
better use of their time and preventing major failures.

Another implication is on occupant behavior and expectations. As 
buildings get smarter, occupants may come to expect personalized 
comfort and instant responsiveness. IoT can indeed provide 
features like smartphone control of your office climate, or the 
system knowing your preferences when you enter a meeting 
room. This personalization was not feasible at scale before; with 
IoT, it could become commonplace. There is evidence that when 
occupants feel more in control or more heard (through feedback 
systems), their satisfaction increases even if conditions aren’t 
perfect. This psychological aspect is an interesting side benefit 
people are more tolerant of, say, a slightly warmer room if they 
know they can request cooling and see it respond.

Finally, the co-benefits for indoor environmental quality should 
be emphasized. Our study-maintained comfort, but IoT can also 
enhance health-related factors. For example, during pandemics 
or flu season, IoT systems could temporarily increase ventilation 
or filtration when occupancy is high, then revert to energy-saving 
modes at other times. This dynamic approach could ensure safer 
indoor air without a permanent energy penalty. Traditional systems 
running at high ventilation all the time would use much more 
energy. Thus, IoT provides a pathway to healthier buildings that are 
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also energy-efficient a critical synergy in a world more conscious 
of indoor air quality [1-15].

Challenges and Future Directions
While the benefits of IoT-integrated HVAC systems are clear, there 
are several challenges that need to be addressed to fully realize their 
potential. In this section, we discuss the key challenges identified in 
our study and the broader industry, and then outline future directions 
and recommendations for advancing IoT-driven HVAC systems.

Challenges in IoT-Enabled HVAC Systems
•	 Security and Privacy Risks: By connecting HVAC systems to 

the internet, we open new vulnerabilities to cyber-attacks. Many 
IoT devices historically have weak security – their traffic may 
not be encrypted and default passwords are common. This is a 
serious concern: a breach could allow hackers to manipulate 
HVAC operations or use connected devices as entry points into 
corporate networks. In fact, about **84% of companies that 
adopted IoT have experienced some form of IoT-related security 
breach. There are real examples, such as the infamous Target 
retail breach in 2013 which occurred via network credentials 
stolen from an HVAC contractor. These incidents highlight that 
security must be a top priority when deploying IoT in buildings. 
Privacy is also an issue, as IoT sensors might track occupancy or 
personal comfort data. Building occupants need assurance that 
data (like when they are in their office) is handled responsibly 
and not misused.

•	 Data Overload and Management: IoT systems generate a 
massive volume of data continuously. In our case, we logged 
thousands of data points per hour. Without proper data 
management and analytics tools, building operators can be 
overwhelmed by this information. The challenge is to filter 
and interpret data to extract actionable insights, rather than just 
drowning in numbers. Storing and processing data also incurs 
costs (cloud storage, computing resources). Ensuring data quality 
(avoiding sensor errors, calibrating devices) is another aspect – 
faulty data could lead to wrong control actions if not detected.

•	 High Initial Costs and ROI Concerns: Implementing an IoT-
based HVAC system can require significant upfront investment. 
Costs include purchasing sensors, smart controllers, networking 
infrastructure, and potentially subscription fees for IoT platforms. 
Installation labor and integration with existing HVAC controls 
add to this. While our analysis shows the long-term savings 
often justify it (payback in a few years for large buildings), some 
building owners are deterred by the initial price tag or uncertain 
ROI. The financial challenge is greater for small buildings where 
energy savings in absolute terms are smaller, making it harder 
to recover the investment quickly. There may also be costs in 
training staff or hiring specialists to manage the new systems.

•	 Interoperability and Integration Issues: The IoT device market 
is fragmented with many vendors, protocols, and standards. Not 
all IoT devices easily talk to each other or to legacy HVAC 
control systems. In our project, we had to integrate with an 
existing BMS using BACnet; not every IoT sensor supported 
that out of the box. Ensuring compatibility between devices 
(sensors, actuators, gateways) and creating a cohesive platform 
can be challenging. If not carefully managed, one could end up 
with multiple disjointed systems (one for HVAC, one for lighting, 
etc.), losing the unified benefit. The industry is working towards 
open standards (e.g., MQTT, Zigbee, BACnet/IP) but integration 
remains a technical hurdle, especially in retrofit scenarios.

•	 Technical Skill Gaps: Successful deployment and maintenance 
of IoT HVAC systems require a blend of HVAC domain 
knowledge and IT/data skills. This combination is still relatively 
new. Many facility management teams may lack expertise in 

networking or data analysis. Conversely, IT professionals might 
not fully understand HVAC operations to tune the IoT controls 
correctly. Bridging this gap often means new training programs 
or hiring IoT specialists. Without proper skills, there’s a risk 
the systems won’t be used to their full potential or could be 
misconfigured. This is partly an organizational challenge—
bringing together IT and facilities departments to collaborate 
(we had to do this in our case studies, and it required clear 
communication and role definitions).

•	 Reliability and Maintenance of IoT Devices: While IoT 
adds to HVAC reliability in terms of predictive maintenance, 
the IoT devices themselves (sensors, networks) introduce new 
maintenance needs. Sensors might drift or fail and need periodic 
calibration or replacement. Batteries in wireless sensors will 
eventually need changing (though infrequent, it’s a task that 
didn’t exist before on that scale). Network connectivity issues 
can also disrupt the system. Ensuring the IoT layer is robust 
and backed up (for instance, having local fallback control if 
the cloud is unreachable) is important so that the HVAC isn’t 
crippled by an IT glitch.

Despite these challenges, none are insurmountable. They highlight 
the need for careful planning and best practices when implementing 
IoT in HVAC. For example, employing strong encryption, regular 
security updates, and network segmentation can mitigate cyber risks; 
starting with a pilot project can demonstrate ROI before scaling 
up investments; using platforms that support multiple protocols or 
adopting industry standards can alleviate integration woes. Next, we 
look at how future advancements and strategies will likely address 
many of these issues and further enhance IoT-HVAC systems.

Future Directions and Recommendations
Looking ahead, several developments are poised to shape the next 
generation of IoT-integrated HVAC systems:
•	 Enhanced Security Protocols: The industry is increasingly 

aware of IoT security pitfalls, and future systems will likely have 
security by design. This includes end-to-end encryption of sensor 
data, secure authentication for devices, and regular firmware 
updates. New standards and best practices (potentially mandate) 
are emerging. For instance, blockchain technology has been 
proposed to secure IoT device communications and data integrity 
in HVAC systems. We anticipate more HVAC IoT products with 
built-in security chips and compliance with frameworks like 
ISA/IEC 62443 (industrial IoT security standard). Additionally, 
robust user privacy controls (anonymizing occupancy data, 
obtaining consent for any personal data use) will be standard 
to maintain trust.

•	 Artificial Intelligence and Machine Learning: AI will play 
an ever-larger role in optimizing HVAC operations. Future IoT-
HVAC platforms will use advanced machine learning models 
to predict building behavior and optimize controls in real-time. 
For example, reinforcement learning agents could continuously 
learn the best control policies for energy and comfort, improving 
as more data comes in. We also expect better occupant behavior 
modeling – AI could predict when specific rooms will be used 
or what comfort settings specific user groups prefer, and adjust 
HVAC proactively. Our results hinted at benefits from simple 
learning; with deep learning and big data, the sky’s the limit. 
AI could also handle the complex multi-objective optimization 
(balancing energy, comfort, air quality, peak demand, etc.) more 
effectively than human-tuned rules. Importantly, these algorithms 
could be shared across buildings – a cloud AI that learns from 
thousands of buildings can deliver insights to each individual 
building (for example, detecting a fault by recognizing a pattern 
seen elsewhere).
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•	 Edge Computing and Resilience: To reduce latency and 
dependence on internet connectivity, more processing will shift 
to the “edge,” i.e., local gateways or controllers. This means 
even if disconnected from the cloud, an IoT HVAC system can 
continue optimal operation using locally stored intelligence. Edge 
computing also helps with privacy (raw data can be processed on-
site and only relevant info sent to cloud) and bandwidth savings. 
We foresee hybrid architectures where quick decisions (like 
turning off an idle AC unit) are made at the edge, while large-
scale analytics (like long-term efficiency trends) are done in the 
cloud. This distributed intelligence can improve reliability and 
speed, ensuring the HVAC control is robust under all conditions.

•	 Interoperability and Standards: The future likely holds 
more unified communication standards that make IoT device 
integration plug-and-play. Projects like Project Haystack and 
Brick Schema are working on standardized tagging and data 
models for building IoT devices, to make integration and data 
exchange easier. Likewise, widespread adoption of protocols 
such as BACnet/IP for commercial equipment and Thread or 
Zigbee for consumer devices could converge. Governments 
and industry groups might set open standards for smart 
buildings, ensuring that sensors from different manufacturers 
can interoperate. For building owners, this means less vendor 
lock-in and more flexibility to upgrade or mix components. It 
can also drive down costs as standardization usually leads to 
commoditization of sensors and controllers.

•	 Scalability to Smart Cities: The concept of IoT in HVAC 
will expand beyond individual buildings to campuses and 
city-wide implementations. Imagine a smart city where HVAC 
systems in many buildings coordinate to flatten the overall 
grid demand curve – effectively acting as one large distributed 
thermal storage system. Some city pilots are already exploring 
this, with IoT platforms that network multiple buildings. 
This could be facilitated by upcoming technologies like IoT 
twin networks (digital twins of buildings that communicate). 
The future might see regulations that encourage or require 
buildings to have IoT controls that can respond to grid signals 
(demand response). This integration of HVAC IoT with smart 
grids and utilities can unlock new levels of energy efficiency 
on a societal scale.

•	 Focus on User Experience: Future IoT-HVAC systems 
will likely feature improved user interfaces for both facility 
managers and occupants. Facility managers might use 
augmented reality (AR) to see sensor data overlay when 
they look at equipment, or voice-assisted commands to query 
building status. Occupants may have seamless interfaces – for 
example, smartphone climate apps that not only adjust their 
room but also learn from their schedule (integrating with 
calendar or wearable devices to gauge comfort). The trend 
is to make interaction with the building more natural and 
less technical, thereby increasing engagement and comfort.

•	 Policy and Incentives: We anticipate stronger support 
from governments to accelerate IoT adoption in building 
HVAC. This could include incentives for retrofitting IoT 
sensors (similar to rebates for efficient chillers or lighting), 
inclusion of smart controls in energy codes (some codes now 
give credits for things like demand-controlled ventilation, 
which essentially require IoT sensors), and developing 
workforce training programs for smart building technicians. 
As sustainability targets become more aggressive (e.g., cities 
aiming for net-zero carbon buildings), smart control will be 
a necessary piece of the puzzle, and policy will reflect that.

In light of these future directions, our recommendations for 
stakeholders are: (1) Embrace pilot projects now to build experience 
with IoT in HVAC and gather data on benefits, (2) Invest in training 
or hiring for the skill sets needed to manage these systems securely 
and effectively, (3) Prioritize systems and vendors that adhere to 
open standards and offer strong security features, and (4) Plan 
upgrades holistically – consider IoT upgrades alongside other 
energy retrofits for maximum synergy. Additionally, maintain a 
focus on the occupants – technology should ultimately serve the 
people in the building, so features that enhance their comfort, 
health, and satisfaction (while saving energy) should be prioritized.

Conclusion
The integration of IoT into HVAC systems represents a 
transformative step toward smarter, greener buildings that do not 
sacrifice occupant comfort for efficiency. In this expanded study, 
we have demonstrated through extensive analysis, case studies, and 
empirical data that IoT-enabled HVAC systems can substantially 
improve energy efficiency—often achieving savings on the order 
of 15–30%—while simultaneously enhancing occupant comfort 
and operational control. Key to these improvements is the IoT 
system’s ability to provide continuous feedback and granular 
control: HVAC equipment dynamically responds to real-time 
conditions such as occupancy, environmental changes, and even 
direct occupant feedback. This marks a departure from traditional 
fixed or schedule-based HVAC operation, unlocking efficiencies 
that were previously unattainable. For instance, our case studies 
showed how IoT-based controls eliminated unnecessary heating/
cooling during unoccupied periods and optimized temperature 
setpoints to what occupants actually find comfortable, leading 
to significant energy reductions without generating complaints. 
Occupants benefited from more stable indoor climates and a 
greater sense of control, thereby improving their overall comfort 
and satisfaction.

Beyond quantifiable savings and comfort metrics, IoT integration 
offers intangible benefits that our discussion highlighted: 
predictive maintenance capabilities, better insight into building 
usage patterns, and the flexibility to adapt HVAC operations in 
coordination with other building systems and the electric grid. 
These capabilities foreshadow a future in which buildings are 
intelligent actors in energy ecosystems—maintaining ideal indoor 
conditions with minimal waste and interacting with utilities to 
support grid stability. The implications for sustainability are 
profound: widespread adoption of IoT-driven HVAC management 
could help cities and countries meet energy conservation and 
emissions reduction targets more rapidly by tapping into the large 
efficiency potential in the building.

However, this bright future is not without challenges. We have discussed 
the important hurdles such as cybersecurity, integration costs, and 
the need for clear standards and skilled personnel. Addressing these 
challenges will require continued collaboration between technology 
developers, building professionals, and policymakers. Investment in 
secure, interoperable IoT solutions and training for facility operators 
will ensure that the transition to smart HVAC systems is both smooth 
and secure. Encouragingly, the rapid advancements in IoT, AI, and 
cloud computing are already paving the way for solutions to these 
challenges, from robust IoT security frameworks to more user-friendly 
and unified building management platforms.

In conclusion, the research confirms that IoT integration in HVAC 
systems can lead to a win-win outcome: significant energy savings 
and enhanced occupant comfort are attainable together, rather than 
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being trade-offs. This represents a paradigm shift in how we approach 
building climate control. The study’s insights and the included case 
examples provide a roadmap for engineers and building managers to 
follow in implementing IoT solutions. They also inform manufacturers 
and software providers about the features and performance that matter 
in real-world settings (like reliability and ease of integration). We 
encourage stakeholders in the building industry to consider IoT-
based retrofits and designs as a key strategy in modernizing HVAC 
infrastructure. Future work should continue to document long-term 
performance of such systems, explore occupant behavioral responses 
in depth, and refine the technologies for even greater gains. With 
ongoing innovation and commitment, IoT-driven HVAC systems will 
play a central role in creating sustainable, comfortable, and resilient 
buildings for the years to come.
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