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Introduction
The automotive industry is undergoing a profound transformation 
with the advent of connected vehicles. These vehicles, equipped 
with advanced sensors, communication systems, and data 
processing capabilities, are poised to revolutionize transportation 
by enhancing safety, efficiency, and user experience. At the heart 
of this revolution lies the critical need for robust, real-time data 
communication systems that can handle the unique challenges 
posed by vehicular networks.

Connected vehicles generate and consume vast amounts of data 
in real-time, ranging from traffic updates and road conditions 
to vehicle diagnostics and infotainment content. This constant 
flow of information requires a communication protocol that can 
efficiently manage high-volume, low- latency data transmission 
while ensuring reliability and security. Traditional protocols used 
in internet communications, such as HTTP, often fall short in 
meeting these stringent requirements, particularly in the dynamic 
and sometimes unpredictable environment of vehicular networks.

The Message Queuing Telemetry Transport (MQTT) protocol 
has emerged as a promising solution to address these challenges. 
Originally designed for IoT and M2M (Machine- to-Machine) 
communications, MQTT offers several advantages that make it 
particularly suitable for connected vehicle applications:

1.	 Lightweight Design: MQTT's minimal packet overhead 
reduces bandwidth consumption and improves transmission 
efficiency.

2.	 Publish-Subscribe Model: This model allows for efficient, 
many-to-many communication, which is ideal for distributing 
information across vehicular networks.

3.	 Quality of Service (QoS) Options: MQTT provides flexible 
message delivery guarantees, crucial for ensuring critical 
information reaches its destination.

4.	 Low Latency: The protocol's design minimizes delays in 
message delivery, essential for real-time applications in 
vehicles.

Despite these advantages, the implementation of MQTT in 
connected vehicles presents unique challenges, particularly in 
terms of security and scalability. Vehicular networks are inherently 
dynamic, with vehicles constantly joining and leaving the network. 
Moreover, the sensitive nature of vehicle data and the potential for 
malicious attacks necessitate robust security measures.

1.	 This research paper aims to explore and address these 
challenges, with the following key objectives:

2.	 Analyze the suitability of MQTT for real-time data 
communication in connected vehicles.

3.	 Propose and evaluate enhancements to MQTT to meet the 
specific needs of vehicular networks, particularly in terms 
of security and scalability.

4.	 Compare the performance of MQTT with other protocols 
commonly used in connected vehicle applications.

5.	 Investigate real-world applications and case studies of MQTT 
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ABSTRACT
The rapid advancement of connected vehicle technology has created a pressing need for efficient, secure, and scalable communication protocols. This paper 
explores the implementation of the Message Queuing Telemetry Transport (MQTT) protocol to enhance real-time data communication and security in 
connected vehicles. We examine the unique challenges posed by vehicular networks, including intermittent connectivity, low-latency requirements, and 
security concerns. The research demonstrates how MQTT's lightweight publish-subscribe model can significantly improve data transmission efficiency 
and reduce latency in vehicle-to-vehicle (V2V) and vehicle- to-infrastructure (V2I) communications. Our findings indicate that MQTT offers superior 
scalability and lower overhead, making it particularly suitable for large-scale connected vehicle networks. Additionally, we address critical security 
considerations, proposing enhanced authentication, authorization, and encryption methods tailored for vehicular applications of MQTT. Through 
case studies, we illustrate the practical benefits of MQTT in real-world scenarios such as fleet management. This research contributes to the ongoing 
development of efficient and secure communication systems for the next generation of connected vehicles.
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in connected vehicles.
6.	 Identify current limitations and future research directions for 

improving MQTT implementation in vehicular networks.

MQTT Implementation in Connected Vehicles
The implementation of MQTT in connected vehicles requires 
careful consideration of the protocol's architecture, the publish-
subscribe model, and the Quality of Service (QoS) levels. This 
section explores how these elements can be adapted and optimized 
for vehicular networks.

MQTT Architecture for Vehicular Networks
MQTT's client-server architecture can be effectively adapted to 
the connected vehicle ecosystem. In this context, the architecture 
typically consists of the following components:

1.	 MQTT Clients: These are the connected vehicles themselves, 
as well as roadside units (RSUs) and other IoT devices in the 
vehicular network. Each client can both publish messages and 
subscribe to topics.

2.	 MQTT Broker: This central server manages all publish- 
subscribe operations. In a vehicular network, the broker could 
be implemented in various ways:

•	 Cloud-based: A centralized broker hosted in the cloud, 
offering high availability and scalability.

•	 Edge-based: Brokers deployed at the network edge (e.g., in 
RSUs) to reduce latency for time-critical applications.

•	 Hybrid: A combination of cloud and edge brokers to balance 
between latency and global connectivity.

3.	 Topics: These are hierarchical structures that categorize 
different types of vehicular data. For example:

•	 vehicle/{vehicleID}/telemetry for individual vehicle data
•	 traffic/{location}/density for area-specific traffic information
•	 emergency/{type}/{location} for critical alerts 

Figure 1: Illustrates Architecture

Publish-Subscribe Model in the Context of Vehicles
The publish-subscribe model of MQTT is particularly well- suited 
for vehicular networks due to its many-to-many communication 
capability. This model can be applied in several ways:

1.	 Vehicle-to-Vehicle (V2V) Communication:
•	 Vehicles can publish their speed, direction, and position to 

topics based on their location.
•	 Other vehicles subscribed to these topics receive real-time 

updates, enabling applications like collision avoidance and 
platooning.

2.	 Vehicle-to-Infrastructure (V2I) Communication:
•	 Infrastructure elements (like traffic lights) can publish their 

status to specific topics.
•	 Vehicles subscribe to relevant topics based on their route, 

receiving timely information about traffic conditions, parking 
availability, etc.

3.	 Firmware Over-The-Air (FOTA) Updates:
•	 Manufacturers can publish software updates to model-specific 

topics.
•	 Vehicles subscribed to these topics can receive and apply 

updates automatically.
4.	 Fleet Management:
•	 Fleet vehicles publish their status, location, and diagnostics 

to company-specific topics.
•	 Fleet managers subscribe to these topics for real- time 

monitoring and optimization.

Quality of Service (QoS) Levels and Their Relevance
MQTT offers three QoS levels, each with different guarantees 
for message delivery. In the context of connected vehicles, these 
levels can be utilized as follows:
1.	 QoS 0 (At most once):
•	 Suitable for non-critical, high-frequency data like regular 

telemetry updates.
•	 Example: Periodic GPS position updates in normal driving 

conditions.
2.	 QoS 1 (At least once):
•	 Appropriate for important messages that must be delivered, 

tolerating potential duplicates.
•	 Example: Vehicle diagnostic alerts or non-critical sensor data.
3.	 QoS 2 (Exactly once):
•	 Reserved for critical messages where both loss and duplication 

are unacceptable.
•	 Example: Emergency brake signals or collision warnings.

The choice of QoS level depends on the criticality of the 
message and the network conditions. In vehicular networks, 
where connectivity can be intermittent, a dynamic QoS selection 
mechanism could be implemented to adapt to changing conditions.

Addressing Vehicular Network Challenges
Implementing MQTT in vehicular networks presents unique 
challenges that need to be addressed:
1.	 Intermittent Connectivity: Vehicles may experience frequent 

disconnections. MQTT's persistent session feature can be 
utilized to store missed messages for disconnected clients.

2.	 High Mobility: As vehicles move rapidly, topic subscriptions 
need to be dynamically updated. Geofencing techniques 
can be employed to automatically manage location-based 
subscriptions.

3.	 Scalability: In dense traffic scenarios, the number of 
connected clients can surge. Clustering and load balancing 
of MQTT brokers can help manage this load effectively.

4.	 Message Prioritization: Not all messages are equally 
important in a vehicular context. Implementing a priority 
queue system at the broker level can ensure critical messages 
are processed first.

Enhancing Real-Time Communication
In the context of connected vehicles, real-time communication is 
critical for ensuring safety, efficiency, and optimal performance. 
This section explores how MQTT can be enhanced to meet 
the demanding real-time requirements of vehicular networks, 
focusing on reducing latency, handling intermittent connectivity, 
and ensuring scalability.
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Low Latency Benefits of MQTT
MQTT's inherent design provides several advantages for low- 
latency communication:

1.	 Lightweight Protocol: MQTT's minimal packet structure 
reduces transmission time and processing overhead. We 
conducted experiments comparing MQTT with HTTP 
for typical vehicular data payloads, finding that MQTT 
consistently achieved lower latencies, as shown in Figure 2. 
[Figure 2: Latency Comparison between MQTT and HTTP 
for Various Payload Sizes]

2.	 Persistent Connections: MQTT maintains a persistent TCP 
connection, eliminating the need for repeated handshakes and 
connection establishments, which is particularly beneficial 
in the dynamic vehicular environment.

3.	 Efficient Data Distribution: The publish-subscribe model 
allows for efficient one-to-many data distribution, reducing 
the overall network load and decreasing latency for all 
connected devices.

To further enhance MQTT's low-latency capabilities in vehicular 
networks, we propose the following optimizations:
1.	 Topic Optimization: Implement a hierarchical topic structure 

that allows for more efficient message routing. For example:

/region/city/road/direction/messageType

This structure allows vehicles to subscribe to only the most 
relevant topics, reducing unnecessary message processing.
2.	 Message Prioritization: Introduce a priority system within 

the MQTT broker to ensure that time-critical messages (e.g., 
collision warnings) are processed and delivered before less 
urgent messages.

Handling Intermittent Connectivity
Connected vehicles often face challenges with intermittent 
connectivity due to factors like tunnels, urban canyons, or rural 
areas with poor network coverage. MQTT can be enhanced to 
handle these scenarios effectively:
1.	 Enhanced Persistent Sessions: Extend MQTT's persistent 

session feature to store not only subscription information 
but also a cache of recent messages. This allows vehicles to 
quickly catch up on missed information upon reconnection.

2.	 Adaptive QoS: Implement an adaptive QoS system that 
automatically adjusts the QoS level based on the current 
network conditions and message criticality. For instance, 
increase the QoS level when network stability decreases to 
ensure message delivery.

3.	 Store-and-Forward Mechanism: Introduce edge brokers 
with store-and-forward capabilities. These brokers, potentially 
integrated into roadside units (RSUs), can store messages for 
disconnected vehicles and forward them upon reconnection.

4.	 Predictive Connectivity Mapping: Develop a system that 
maps connectivity dead zones and predicts when a vehicle 
is likely to lose connection. This information can be used 
to preemptively adjust communication strategies, such as 
increasing message frequency before entering a known dead 
zone.

Scalability for Large-Scale Vehicle Networks
As the number of connected vehicles grows, ensuring scalability 
becomes crucial. We propose the following enhancements to 
MQTT to handle large-scale vehicular networks:
1.	 Distributed Broker Architecture: Implement a network of 

interconnected MQTT brokers that can distribute the load 
and provide redundancy. This can be achieved through broker 
bridging or more advanced clustering techniques. [Figure 
3: Distributed MQTT Broker Architecture for Vehicular 
Networks]

2.	 Dynamic Load Balancing: Develop an intelligent load 
balancing system that can dynamically redirect clients to 
the least loaded broker, ensuring optimal performance even 
during traffic spikes.

3.	 Geospatial Broker Selection: Implement a system where 
vehicles connect to the geographically nearest broker to 
reduce latency. As vehicles move, they can seamlessly 
transition between brokers.

4.	 Message Aggregation: For scenarios where, multiple 
vehicles are publishing similar data (e.g., traffic conditions), 
implement edge-level aggregation to combine messages 
before forwarding to the central broker, reducing overall 
network load.

5.	 Efficient Topic Filtering: Enhance the broker's topic 
matching and filtering capabilities to handle a large number 
of subscriptions efficiently. This could involve implementing 
advanced data structures or algorithms specifically optimized 
for the patterns common in vehicular communication.

Experimental Results
To validate these enhancements, we conducted a series of 
simulations and real-world tests. Our experiments involved a 
simulated network of 10,000 connected vehicles in an urban 
environment, using both standard MQTT and our enhanced 
version.

Key findings include:
1.	 Latency Reduction: Our optimized topic structure and 

message prioritization resulted in a 35% reduction in average 
end-to-end latency for critical messages.

2.	 Improved Reliability: The adaptive QoS and store- and-
forward mechanisms increased message delivery reliability 
from 94% to 99.5% in areas with intermittent connectivity.

3.	 Scalability: The distributed broker architecture successfully 
handled a 300% increase in connected vehicles with only a 
10% increase in average latency.

These results demonstrate the potential of our enhanced MQTT 
implementation to meet the real-time communication needs of 
large-scale connected vehicle networks. The next section will 
address the critical aspect of security in this context.

Security Considerations
Security is paramount in connected vehicle systems, where 
breaches can lead to not only data theft but also potentially life-
threatening situations. This section explores the security challenges 
specific to MQTT in vehicular networks and proposes enhanced 
security measures to address these challenges.

Authentication and Authorization in MQTT
MQTT's built-in authentication mechanisms need to be 
strengthened for use in vehicular networks. We propose the 
following enhancements:

1.	 Multi-factor Authentication: Implement a robust multi-factor 
authentication system that combines:

•	 Something the vehicle has (e.g., a unique digital certificate)
•	 Something the vehicle knows (e.g., a regularly updated secret 

key)
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•	 Something the vehicle is (e.g., a hardware-based identifier)
2.	 OAuth 2.0 Integration: Incorporate OAuth 2.0 for 

authorization, allowing for fine-grained access control to 
different topics based on vehicle type, manufacturer, or 
specific permissions.

3.	 Dynamic Access Control: Develop a system for dynamically 
adjusting access rights based on the vehicle's current context 
(e.g., location, time, or detected anomalies).

4.	 Federated Identity Management: Implement a federated 
identity system that allows vehicles to authenticate across 
different networks and regions while maintaining a single 
identity.

Encryption Methods
While MQTT supports TLS/SSL for transport-layer security, 
additional encryption measures are necessary for vehicular 
networks:
1.	 End-to-End Encryption: Implement application-level 

encryption to ensure that message contents remain secure 
even if the broker is compromised. 

2.	 Adaptive Encryption: Develop a system that can dynamically 
adjust encryption strength based on the sensitivity of the data 
being transmitted and the current threat level.

3.	 Quantum-Resistant Algorithms: Begin incorporating post-
quantum cryptographic algorithms to future-proof the system 
against potential quantum computing threats.

4.	 Hardware-Based Encryption: Utilize hardware security 
modules (HSMs) in vehicles for key storage and cryptographic 
operations, providing an additional layer of security.

Secure Packet Transmission
Ensuring the integrity and authenticity of transmitted packets is 
crucial in vehicular networks:

1.	 Message Authentication Codes (MACs): Implement MACs 
to verify the integrity and authenticity of each message.

2.	 Digital Signatures: Use digital signatures for critical 
messages to provide non-repudiation.

3.	 Sequence Numbers and Timestamps: Incorporate sequence 
numbers and timestamps in messages to prevent replay 
attacks.

4.	 Secure Multicast: Develop secure multicast protocols for 
efficient one-to-many communication without compromising 
security.

Addressing Potential Vulnerabilities
Several MQTT-specific vulnerabilities need to be addressed in 
the context of vehicular networks:
1. Broker Security: Implement additional security measures at 
the broker level, including:
•	 Regular security audits and penetration testing
•	 Intrusion detection and prevention systems tailored for MQTT 

traffic patterns
•	 Secure broker clustering and load balancing mechanisms
3.	 Topic Structure Security: Design a secure topic structure that 

prevents unauthorized access or information leakage:
•	 Use opaque topic names that don't reveal sensitive information
•	 Implement topic-level access control
•	 Regularly rotate topic names for sensitive data

3.	 DoS Protection: Develop mechanisms to protect against 
Denial of Service (DoS) attacks:

•	 Implement rate limiting at the client and broker levels
•	 Use traffic analysis to detect and mitigate abnormal patterns

•	 Deploy distributed broker architectures to increase resilience
4.	 Secure Boot and Runtime Integrity: Ensure the integrity 

of the MQTT client software on vehicles:
•	 Implement secure boot mechanisms to verify the integrity of 

the MQTT client before execution
•	 Use runtime integrity checking to detect any tampering during 

operation

Privacy Considerations 
Privacy is a significant concern in connected vehicle systems. We 
propose the following measures to enhance privacy in MQTT-
based communications:

1.	 Data Minimization: Implement strategies to minimize 
the amount of personally identifiable information (PII) 
transmitted:

•	 se temporary identifiers instead of permanent vehicle IDs
•	 Aggregate data at edge nodes before transmission to central 

servers
2.	 Anonymization Techniques: Develop advanced 

anonymization techniques for vehicular data:
•	 Implement differential privacy mechanisms for aggregate 

data reporting
•	 Use k-anonymity for location-based services
3.	 Consent Management: Create a dynamic consent 

management system that allows users to control what data 
is shared and when:

•	 Implement granular controls for different types of data (e.g., 
location, vehicle health, driving patterns)

•	 Provide clear, user-friendly interfaces for managing consent 
preferences

4.	 Data Lifecycle Management: Implement robust data 
lifecycle management policies:

•	 Automatic data expiration and deletion mechanisms
•	 Secure data storage and access controls at rest

Experimental Validation
To validate our enhanced security measures, we conducted a series 
of security tests and simulations:

1.	 Penetration Testing: We performed extensive penetration 
testing on our enhanced MQTT system, simulating various 
attack scenarios. Our enhanced system successfully thwarted 
98% of attempted breaches, compared to 75% for a standard 
MQTT implementation.

2.	 Performance Impact: We measured the performance impact 
of our security enhancements:

•	 The multi-factor authentication system added an average of 
50ms to the connection time.

•	 End-to-end	 encryption increased message processing time 
by an average of 5ms.

•	 Overall system throughput was reduced by only 7% with all 
security measures in place.

6.	 Privacy Evaluation: We conducted a privacy impact 
assessment, which showed that our enhanced system reduced 
the risk of personal data exposure by 85% compared to 
standard implementations.

These results demonstrate that our enhanced security measures 
significantly improve the security and privacy of MQTT in 
vehicular networks while maintaining acceptable performance 
levels.
 



Citation: Purshotam S Yadav (2022) Enhancing Real-Time Data Communication and Security in Connected Vehicles Using MQTT Protocol. Journal of Artificial 
Intelligence & Cloud Computing. SRC/JAICC-E122. DOI: doi.org/10.47363/JAICC/2022(1)E122

J Arti Inte & Cloud Comp, 2022           Volume 1(3): 5-6

Case Studies
A nationwide logistics company adopted enhanced MQTT protocol 
for real-time fleet management and route optimization.

Implementation:
•	 10,000 delivery vehicles across the country
•	 50 regional hubs acting as MQTT brokers
•	 Central management system for global optimization

MQTT Application

1. Vehicles publish their location, status, and delivery information:

2. Regional hubs subscribe to vehicle topics in their area and 
publish local traffic and weather updates:

3. The central system subscribes to all regional topics and publishes 
optimized routes and delivery schedules:

Results
•	 15% improvement in on-time delivery rates
•	 20% reduction in fuel consumption
•	 25% increase in fleet utilization efficiency

MQTT Benefits
•	 Reliable message delivery ensured critical updates reached 

vehicles even in areas with poor connectivity
•	 Quality of Service (QoS) levels prioritized important messages 

(e.g., route changes, urgent deliveries)
•	 Efficient topic structure allowed for easy scaling as the fleet 

grew

Challenges and Future Work
While our enhanced MQTT protocol has demonstrated significant 
benefits for connected vehicle applications, there remain several 
challenges to address and opportunities for future work. This 
section outlines these areas, providing a roadmap for continued 
research and development in this field.

Current Limitations of MQTT in Vehicular Networks
1.	 Handling Extreme Mobility Scenarios
	 Challenge: In scenarios with extremely high vehicle speeds 

or rapid network topology changes, maintaining stable MQTT 
connections and ensuring timely message delivery can be 
challenging.

	
	 Potential Solution: Develop predictive connection 

management algorithms that anticipate network changes 
based on vehicle trajectories and pre-emptively adjust broker 
connections.

	
2.	 Integration with Existing Vehicular Network Standards
	 Challenge: Seamless integration of MQTT with existing 

vehicular network standards (e.g., DSRC, C-V2X) is 
crucial for widespread adoption but presents technical and 

standardization challenges.
	 Potential Solution: Develop middleware solutions that can 

bridge MQTT with other V2X communication protocols, 
allowing for gradual adoption and interoperability.

3.	 Quality of Service in Unreliable Networks
	 Challenge: While MQTT offers QoS levels, guaranteeing 

message delivery and order in highly unreliable vehicular 
networks remains a challenge, especially for safety-critical 
applications.

Potential Solution: Investigate advanced QoS mechanisms 
that incorporate network condition awareness and adaptive 
retransmission strategies.

4. Security in Resource-Constrained Environments
Challenge: Implementing robust security measures while 
maintaining low latency and minimal resource usage, particularly 
in older or resource-limited vehicles, is an ongoing challenge.

Potential Solution: Explore lightweight cryptographic algorithms 
and protocol-level optimizations that can provide strong security 
with minimal computational overhead.

Future Research Directions
1.	 Machine Learning-Enhanced MQTT for Vehicular 

Networks
Opportunity: Incorporate machine learning algorithms to 
optimize MQTT performance in vehicular contexts.

Potential Approaches:
•	 Develop ML models for predictive topic subscriptions based 

on vehicle routes and user preferences.
•	 Use reinforcement learning for dynamic QoS level selection 

and broker load balancing.
•	 Implement anomaly detection systems to identify security 

threats and network issues in real-time.

2.   Edge Computing Integration

Opportunity: Leverage edge computing to enhance MQTT 
performance and enable new functionalities in vehicular networks.

Potential Approaches:
•	 Develop edge-based MQTT brokers that can perform local 

data processing and aggregation.
•	 Implement fog computing concepts to create a hierarchical 

MQTT broker network that balances local responsiveness 
with global coordination.

•	 Explore the use of mobile edge computing (MEC) to support 
MQTT-based vehicular applications with stringent latency 
requirements.

3. MQTT for Autonomous Vehicle Swarms

Opportunity: Extend MQTT capabilities to support communication 
within and between swarms of autonomous vehicles.

Potential Approaches:
•	 Develop swarm-specific MQTT extensions that support rapid 

information sharing and collective decision-making.
•	 Investigate scalable topic structures and routing mechanisms 

for large-scale autonomous vehicle fleets.
•	 Explore the integration of MQTT with blockchain technologies 

for secure and decentralized swarm coordination.
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4.	 Cross-Layer Optimization for MQTT in Vehicular 
Networks

Opportunity: Optimize MQTT performance through cross- layer 
design approaches that consider the unique characteristics of 
vehicular networks.

Potential Approaches:
•	 Develop MQTT-aware routing protocols that can optimize 

message delivery paths based on topic subscriptions and 
vehicle movements.

•	 Investigate the integration of MQTT with novel MAC 
layer protocols designed for vehicular networks to improve 
reliability and reduce latency.

•	 Explore cross-layer security solutions that leverage physical 
layer characteristics of vehicular networks to enhance MQTT 
security.

5.	 MQTT for Vehicle-to-Everything (V2X) Communications
Opportunity: Expand MQTT capabilities to encompass the 
broader V2X ecosystem, including pedestrians, cyclists, and 
smart infrastructure.

Potential Approaches:
•	 Develop MQTT extensions to support diverse V2X entities 

with varying capabilities and communication needs.
•	 Investigate adaptive topic structures that can accommodate 

the dynamic nature of V2X interactions.
•	 Explore privacy-preserving MQTT mechanisms for sensitive 

V2X communications (e.g., pedestrian tracking for safety 
applications).

Standardization and Industry Adoption
To facilitate widespread adoption of MQTT in connected vehicle 
systems, future work should also focus on:
1.	 Contributing to Standardization Efforts: Engage with 

relevant standards bodies (e.g., ISO, ETSI) to incorporate 
MQTT-based solutions into vehicular network standards.

2.	 Developing Industry-Specific Guidelines: Create best 
practice guides and reference implementations for MQTT 
usage in automotive and intelligent transportation system 
(ITS) contexts.

3.	 Fostering Ecosystem Development: Encourage the 
development of MQTT-based tools, libraries, and middleware 
specific to connected vehicle applications.

4.	 Conducting Large-Scale Field Trials: Collaborate with 
automotive manufacturers and transportation authorities to 
conduct extensive real-world trials of MQTT-based vehicular 
communication systems [1-9].

Conclusion
This study has demonstrated the efficacy of an enhanced MQTT 
protocol for connected vehicle systems. Our implementation 
showed superior performance in latency, throughput, and 
scalability compared to standard protocols. Key improvements 
include optimized real-time communication, robust security 
measures, and efficient resource utilization. Case studies in fleet 
management validated the protocol's real-world applicability. 
The findings have significant implications for protocol selection, 
performance benchmarking, and security frameworks in vehicular 
networks. Our enhanced MQTT protocol contributes to improved 
road safety, environmental sustainability, and economic efficiency 
in transportation. As connected vehicle technology evolves, 
this research provides a foundation for future advancements, 
positioning MQTT as a crucial element in the development of 
intelligent, secure, and efficient transportation systems.
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